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! advanced persistent threats

2 Open-source intelligence (OSINT)

® Cyber Space Intelligence (CYBINT)

*Human Intelligence (HUMINT)

> reconnaissance

® Online Social Networks (OSNs)

" spear phishing

& waterholing

° Bring-Your-Own-Device (BYOD) infection model
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® Return-oriented Programming (ROP)

* Web Injects
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® Peer-to-Peer (P2P)

" Internet Relay Chat (IRC)
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! Remote Access Toolkits
2 Crimeware-as-a-Service
® patch management



